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Why GAMP 5
needed a 2nd Edition

GAMP 5 (Good Automated Manufacturing
Practice) is a risk-based approach for the
implementation, operation, and validation of GxP
Computer Systems in regulated industries —
including the Life Sciences.

Recent technological advances have forced many organiza-
tions to rethink their business models once they realized a
noticeable number of activities and documentation no longer
added value to their company.

Thatis why GAMP 5 2nd Edition, published in July 2022, is the
most significant update in over 14 years. Its objective was to
update guidance to contemporary practices and specifically
eliminate burdensome approaches.

The 2008 legacy GAMP 5 focused too much on compliance
and on avoiding inspection findings rather than advancing
product and process through new technologies. With the 2nd
Edition,a novel critical thinking methodology has emerged
as a cornerstone of the guideline. Now, the approachis
more oriented toward patient safety, product quality, and
dataintegrity.
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Structure of the New
GAMP 5 2nd Edition

GAMP 5 2nd Edition consists of a main body text and several
supporting appendices. The main body is the framework that
provides guiding principles and a lifecycle framework applica-
ble to GxP regulated computerized systems. The appendices
support the main body and provide specific practical guid-

ance on various topics. Some details have been updated in this

new edition, while others are new; three of them have been

retired and incorporated in other appendices.

The following is a summary of the main changes in the GAMP

structure:
Contents
1. Introduction Updated
2. Key Concepts No Change
3.Lifecycle Approach No Change
4. Lifecycle Phases No Change
5.Quality Risk Management No Change
6.Regulated Company Activities No Change
7.Supplier Activities No Change
8. Efficiency Improvements No Change
Management Appendices
M1 - Validation Planning No Change
M2 - Supplier Assessment No Change
M3 - Science-Based Quality Risk Management No Change
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M4 - Categories of Software and Hardware No Change

M5 - Design Review and Traceability No Change

M6 - Supplier Quality Planning No Change

MT - Validation Reporting No Change

M8 - Project Change and Configuration Management No Change

M9 - Documentation and Information Management No Change

M10 - System Retirement No Change
M11-IT Infrastructure New

M12 - Critical Thinking New
Development Appendices

D1- Specifying Requirements Significant Updates
D2- (Retivec e
D3 - Configuration and Design No Change

D4 - Management, Development, and Review of Software | No Change

D5 - Testing of Computerized Systems Significant Updates
D6 - System Descriptions No Change

DT - Data Migration No Change

D8 - Agile Software Development New

D9 - Software Tools New

D10 - Distributed Ledger Systems (Blockchain) New

D11- Artificial Intelligence (Al) and Machine Learning (ML) | New

Operation Appendices

O - Introduction to Operation Appendices No Change
O1-Handover No Change

02 - Establishing and Managing Support Services No Change
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03 - System Monitoring

No Change

04 - Incident Management and Problem Management No Change

05 - Corrective and Preventive Action No Change

06 - Operational Change and Configuration Management | No Change
O7-(Retired) into R.;;:;a::; 06
08 - Periodic Review No Change

09 - Backup and Restore No Change

O10 - Business Continuity Management No Change
O11-Security Management No Change

012 - System Administration No Change

013 - Archiving and Retrieval No Change
Special Interest Appendices

S1-Alignment with ASTM E2500 No Change

S2 - Electronic Production Records Significant Updates
S3 - End User Applications Including Spreadsheets No Change

S4 - Patch and Update Management No Change

55 - (Retired) into Appendix M1
S6 - Organizational Change No Change
General Appendices

G1-References No Change

G2 - Glossary No Change
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Particularly, the following key topics have been refined and
strengthened in the updated edition:

Focus on patient safety, data integrity,
and product quality

Process and product understanding

Lifecycle approach within a quality
management system (QMS)

Scalable lifecycle activities
Science-based quality risk management
Leveraging supplier involvement

Others have been updated to included current technology
(artificial intelligence (Al), machine learning (ML), and
blockchain).

The key concepts of the general framework have been main-
tained. Some appendices have been updated and other new
appendices have appeared for the first time

in GAMP 5 history.

Overall, these changes were made after consid-
ering novel technology, new processes, new top-
Ics, and technical topics that required an update
In management, development, and operations
guidelines.
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Overview of GAMP 5
2nd Edition

GAMP 5 2nd Edition is based on one key goal: to “protect patient
safety, product quality, and data integrity by facilitating and en-
couraging the achievement of [computerized] systems that are
effective, reliable, and of high quality.”

The mainissues highlighted in GAMP 5 2nd edition surround
innovation, critical thinking, agile methodologies, and IT ser-
vice management. The guidance shows a clear evolution from
Computer Systems Validation (CSV) to Computer Software
Assurance (CSA).

Linear Approach vs. Agile Approach

The1st edition of GAMP 5 published in 2008 suggested a lin-
ear approach for the development and validation of software.
That made sense in the early 2000s, when software was still
static and releases were less frequent: You bought an appli-
cation,you installed it on your system, and validation (via CSV)
was completed in a one-and-done process. Back then, the
so-called V Model was the most used approach to develop and
validate a computerized system during its lifecycle in GxP en-
vironments. The V model is a waterfall model, where the devel-
opment and testing activities go together linearly. It comprises
the following sequential steps:
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Analyze : Build . Fix : Deploy
Plan ! 5 :

Design Test Test

Today, GAMP 5 2nd Edition suggests an agile approach, which
is non-linear. It represents a cultural and mindset shift. Current
modern software development uses an iterative, incremental
and exploratory approach. This approach is more of a cyclical
process. The waterfall V model is not necessarily the most con-
venient approach anymore.
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The left side of the V Model include the verification activities
(URS, Functional Specifications, Design) and the right side in-
clude the validation activities (Unit Testing, Integration Testing,
System and Acceptance Testing). These two sides are con-
nected through the Development Stage.

The Agile Model requires a discovery mindset, rather than a
certainty mindset. The discovery mindset enables us to man-
age learning and adaptation throughout the development
lifecycle in a controlled way:

Analyze Plan Analyze Plan Analyze Plan
Design Design Design
A N A N A N
Test «  Build Test « Build Test « Build

Deploy Deploy Deploy
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As most of the applications we use today in quality manage-
ment systems are cloud enabled, the reality is that software
Is no longer static like it was back in 2008. Improvements are
constantly being applied to your QMS and other software.

The agile model is useful because it is iterative, incremental, and
exploratory. Additionally, the use of risk-based methodology
helps with ensuring full compliance with this new methodology.

User Requirements . ____.____._..__. User Acceptance
Specification Testing
N V-Model
' | GAMP5
System/Functional ~ ______________ System/Functional
Specification Specification
: Agile
\> Design j approach
“ " (successive iterations
Bu | |d N Test and continuous

integration)
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Paradigm Change:
From Documents to Tools and Systems

We are moving away from traditional paper documents and
toward keeping records and information in tools and systems.

In the early 1990s, the GAMP guide was mainly used to control
suppliers of manufacturing production equipment to the phar-
maceutical industry. Thus, the V model was used in the first four
versions of the GAMP guide from 1994 to 2008. This V model
worked very well for manufacturing equipment and equipment
with computer control elements with simple configuration. But
there are better-suited alternatives now.

With the recognition of agile methodology in GAMP 2nd Edi-
tion as a non-linear approach for software development and
validation, legacy validation documents from GAMP 1st Edi-
tion, such as installation (IQ), operation (OQ), and performance
qualification (PQ) documents, are no longer relevant.

Critical Thinking

A new appendix (M12) has been included in GAMP 5 2nd Edi-
tion. Critical thinking is the most interesting addition in this
new version. It is a basic pillar of the guideline. Critical thinking
is now aligned with the new FDA guidance “Computer Software
Assurance for Production and Quality System Software” that
has been published in September 2022.
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The appendix encourages the application of critical, pa-
tient-centered, risk-based thinking to software assurance.

Infrastructure
A new appendix (M11) has been included in GAMP 5 2nd Edi-

tion. Modern management approaches, using automation
tools appear in the guideline:

Artificial Intelligence

Cloud technology

Blockchain

The appendix also clarifies new expectations around elec-
tronic records, signatures and audit trails.

ITIL Approach to Software Development
(IT Infrastructure Library)

All operation appendices have been brushed up and updated
to reflect an IT QMS item approach, leading to more clarity in
change management vs. problem management vs. incident
management.
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Main Changes in
GAMP 2nd Edition

Changes in the Introduction

Specific emphasis is given in this new version to apply critical
thinking and risk-based approaches as a cornerstone to safe-
guard patient safety, product quality, and data integrity in the
use of GxP computerized systems. Now, compliance is longer
the only focus of the guideline.

The guidance is now aligned with ISO 14971 for medical devic-
es — application of risk management to medical devices and
agile approach for development and validation.

The introduction covers the justification for updating most
of the technical content of the guideline, not the main frame-
work, to include the importance of IT providers, agile meth-
odology, the use of software tools to be used throughout the
lifecycle, the inclusion of artificial intelligence and machine
learning (Al/ML), blockchain, cloud computing, and Open-
Source Software (0SS).

The general framework, key concepts, system lifecycle, spec-
ification, verification approach, and Quality Risk Management
(QRM) process remains unchanged.

M11-IT Infrastructure

This is an appendix that was originally identified as Appen-
dix S5 in the first edition. This appendix applies current risk-
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based thinking on good practice for managing infrastructure
that resides within a regulated company’s own facilities as well
as to external suppliers based on cloud (laaS, PaaS, and SaaS).

Infrastructure must be managed to a controlled state. Both
confirmation of components’ fitness for purpose and man-
agement to a controlled state are likely to involve automated
processes.

The guideline suggests QA to have a reduced oversight in
some minor changes, by having an agreement between IT and
QA with a standard change list without the need of a formal
change control, for example, when there is a need to perform
a change with low risk.

M12 - Critical Thinking

This is a new appendix. Critical thinking is in favor of applying suf-
ficient thought to ensure the approach taken is customized and
proportionate to the needs of different systems.

A pragmatic approach is promoted that is against over-
compliance and against activities that are non-valued-added
compliant. It is also against the use of rigid tables, predefined
templates, and tick-in-the box methods that could inhibit inno-
vation and the adoption of new technologies.

A good practice is to map and understand processes. Risks

should be found to ensure that the computerized system is fit
for purpose with the best implementation strategy.
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Critical thinking can be applied in all activities related to vali-
dation (preparation, execution, and review) to consider which
activities add value. Only added-value activities should be con-
sidered for remedial actions. Here, more really is less.

D1- Specifying Requirements

There is a significant update to this appendix. The legacy
GAMP 5 1st Edition contained separate appendices for User
Requirement Specification (URS) and FRS (Functional Re-
quirements Specifications). Now they are combined into this
appendix D1.

The main revision is about the use of Agile development meth-
ods and the use of tools and automation in the capture and
definition of requirements. Requirements specifications can
now be maintained in an appropriate management tool orin a
document, depending on your methodology (agile V model).

All requirements are to be categorized and prioritized based on
criticality to patient safety, product quality, and data integrity.

D5 - Testing of Computerized Systems

There is a significant update to this appendix, mainly related
to the concept of computer software assurance (CSA). The
appendix covers the testing of GxP computerized systems,
offering information on the types of testing approaches that
can be used for optimal assurance that the system is fit for its
intended use. Testing should be limited in the use of GxP cases
based on risk-assessment.
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Now, more testing is more important than more documen-
tation. An example of this is the adoption of an exception-re-
porting approach to recording results. This means that if the
system is working as intended, a simple “Pass” recording is
enough. There is no need to capture excessive screenshots as
evidence in most of the tests. Only those tests that are critical
may require additional screenshots as evidence. It is better to
focus on unexpected issues to find the root cause and apply
the proper corrective action. This is more valuable.

The guidance mentions that looking for minor errors in doc-
umentation gives little value and poses low risk to the patient
safety, product quality and data integrity. Hence, it is better to
focus on otherissues.

Regarding validation packages from suppliers, they can be
effectively leveraged to satisfy the GxP verification require-
ments to avoid duplication. This acts as an additional layer of
assurance. There is no reason not to use the validation pack-
age from the supplier: The more you can leverage the better.

Regarding the person that executes the testing, GAMP 5 re-
quires to identify who is performing the tests, as the quality of
testing is significantly impacted by the knowledge and skill of
the tester. At the same time, GAMP 5 states it is unnecessary
to use test withessing or to require the tester to initial every
single test step to affirm they followed the instructions. A final
signature at the end of the page is enough.
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D8 - Agile Software Development

This is a new appendix. The focus is on how to use agile pro-
cesses to deliver software for GxP applications without mod-
ifying the agile methodology according to GxP requirements,
for example, by superimposing linear (V model) activities.

Some organizations are purchasing Software as a Service
(SaaS) products from companies that are using agile software
development, like the Jira tool. These companies are able to be
agile to continually improve. They push updates while the reg-
ulated customer maintains the compliance state.

With agile, teams can deliver effective and useful software in
a controlled way that is compliant with GxP regulations. Itis a
different mindset where discovery encourages acting, learn-
ing, and rapid continual improvement.

The guideline describes that the planning, specification, veri-
fication and reporting activities are not inherently linear. Agile
is compatible with other incremental, iterative, and explorato-
ry models and methods.

Software development using an agile approach discovers and
iterates ongoing changes as opposed to waterfall software
development, used in the legacy guideline GAMP 5 1st Edition.

In addition, GAMP 5 2nd Edition clearly states that 21 CFR Part

11is not applicable to the approval process of Agile methodol-
ogy, as the approval is not equivalent to a traditional handwrit-
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ten, which is a legally binding signature required by a pred-
icate regulation. In other words, only Part 11 records need a
special level of scrutiny.

The approval of software lifecycle deliverables can also be
achieved by many other means (e.g., status change, email, au-
dit trails).

D9 - Software Tools

This is a new appendix which applies to software that are

not components or applications in a GxP regulated business
process, like Jira. As they cannot directly impact GxP data/re-
cords, the predicate rules do not apply.

The guideline states that tools used in computerized systems
lifecycle processes, IT processes, and IT infrastructure pro-
cesses do not require computerized system validation. They
can be managed by good IT practices. Instead, you can per-
form an IT risk assessment and procurement practice in-
stead of aformal validation.

D10 - Distributed Ledger Systems (Blockchain)

This is a new appendix. Currently, blockchain technology is not
yet widely implemented in GxP environments. However, block-
chain technology could be used for very specific applications,
such as the record and track process and product activities
across the product lifecycle, from the purchase of a raw ma-
terial to the final consumer, giving high security and transpar-
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ency. An application could be for the use of audit trails, and
public or private permissioned networks.

D11 - Artificial Intelligence and Machine Learning

This is a new appendix. Artificial intelligence (Al) and machine
learning (ML) are new technologies to automate many func-
tions previously performed by humans. As long as you are
able to define the boundaries of the Al and ML algorithm and
the use case, the system can be validated. The use of key per-
formance indicators act as the technical specifications for the
acceptability of the ML model.

S2 - Electronic Production Records

Due to the evolution of novel technologies, this appendix was
updated significantly. There is more clarification on data audit
trails and the frequency of data audit trail review according to
predicate rules and also for non cGMP data.

Risk-based methods are to be used to define which audit trails
should be reviewed and at what frequency.

Regarding backup and recovery of electronic data, it is basic
to define the recovery point objectives (RPO) that dictate the
frequency of backups, and the recovery time objectives (RTO)
that dictate the interval between system failure and recovery.
This period of time is expected to be in line with the system risk
assessment.
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Which Appendices
Have Been Retired?

Appendix D2. Functional Specifications

Appendix D2 Functional Specifications has been retired.
The content has been incorporated into Appendix D1
Specifying Requirements.

Appendix O7. Repair Activity

Appendix OT has been removed. Repairs are to be managed
as standard changes, service requests, and/or system admin-
istration tasks. The requirements for repair activities are now
defined in Appendix O6.

Appendix S5. Managing Quality within
an Outsourced IS/IT Environment

Appendix S5 has been withdrawn. The revised content has
been included in Appendix M11.
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